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THE INTERNET OF THINGS

Until a few years ago, nearly all computer 
systems involved some human interaction. 
Humans were needed to capture data, 
enter a code to proceed, or conclude a 
transaction before a system could move to a 
next step or finish processing. This situation is 
going to change in coming years as a result 
of the increased use of devices, or sensors, 
embedded in physical objects that are 
connected to the Internet. For example, even 
a standard smartphone may have at least six 
sensors - camera, GPS, microphone, light sense, 
accelerometer, and gyroscope.

Whilst there are billions of people connected 
to the Internet via mobile phones, in 2011 it 
was estimated that for the first time there were 
more devices connected than humans<1>. 
The numbers are predicted to grow so that by 
2020 there could be over 30 billion connected 
sensors. These sensors can gauge some 
aspect of the environment and communicate 
this information in such a way that they can be 
used to give us an understanding of complex 
issues or information, which has never before 
been possible. Furthermore, the data generated 
by these sensors is going to become so huge 
that computers will be needed not just to 
manage the data but to also analyse it so that 
responses can be quicker.

The term “Internet of Things” describes this new 
world of information systems where objects 
communicate to systems without human 
interaction.

A new world of information where objects communicate 
to systems without human interaction
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The business impact
The business models of today’s organizations 
are based on relatively static data or data that 
is updated periodically. With the Internet of 
Things the data situation changes dramatically, 
and companies will have to consider how to 
re-configure their IT architectures to cope with 
this change, as well as how to make use of 
new opportunities that will arise. 

Some standard business processes will be 
open to radical re-construction, such as:
n  Monitoring and reporting usage
n  Predicting failures and outages
n  Tracking goods in the supply chain
n  Demand and price management
n  Production control and reporting
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The business impact ctd.

A number of new applications have been 
identified that will become feasible with the 
Internet of Things<2>.
1. Monitoring people, things or data through 

space and time
 Early applications of this are already familiar 

- in the consumer space, heart rate and 
other physical monitors worn by runners; 
in the business arena, RFID tags placed on 
goods in transit. In future, however, we might 
view these early sensors in the same way we 
now view pagers and cassette players.

2. Obtaining real-time information on the 
physical environment

 In the home, an infra-red sensor powered 
by solar radiation could be linked to a 
camera so that if the sensor picks up a 
warm body at night it would automatically 
start the camera (and probably alert the 
home owner). In buildings and roads, large 
numbers of sensors could be used to provide 
information about environment conditions 
or stress in materials.

3. Assisting human decision-making with 
sensor-driven analytics

 In a manufacturing environment, sensors 
in machinery could send large volumes 
of continuous data for managers to 
analyze. Alternatively, the sensors could 
be programmed to send data when a 
threshold (such as temperature or vibration) 
is exceeded, so allowing for early diagnosis 
of potential problems.

4. Better control of processes and systems
 The use of sensor could provide better 

control in chemical or food production 
plants by improving the granularity of 
monitoring in factors such as mixtures and 
flow rates. Improving the volume and detail 
of instrumented data could help reduce 
waste and energy costs.

5. Optimizing resource usage
 Smart meters that show energy usage and 

the real-time cost of producing it could help 
motivate businesses and homes to change 
their energy consumption patterns.

6. Automated control in open environments 
with uncertainty

 A current example of this is the Google 
driverless car.

Challenges
Adoption of technology that uses the Internet 
of Things will not come without challenges. In 
manufacturing plants, less than five percent 
of plants are capable of being accurately 
monitored, because most machines operate 
stand-alone and use different proprietary 
systems for controls<3>. This creates problems 
connecting devices to the enterprise’s network 
and business planning systems such as 
enterprise resource planning (ERP).

Apart from technical ones, other challenges 
to be tackled will be business and regulatory 
issues. These will include proving the value 
of new systems, ensuring data security and 
privacy, changing regulatory environments to 
deal with new areas of risk and liability.

Conclusion 
The widespread adoption of the Internet of 
Things will take time. The technology changes 
required are coming - improvements in 
wireless and mobile communications, greater 
standardization of communication protocols 
for manufacturing equipment, increases in 
computer storage and processing power 
(some via the Cloud) that will make large-
scale data analysis possible at a low cost. While 
technology does impose some bottlenecks at 
the moment, a bigger one is going to be how 
business and people respond, and how readily 
they are able to adapt. The Internet of Things is 
likely to usher in a new world - in work and in 
private life - and as recent events have shown 
(e.g., collapse of Kodak, protests against Uber 
taxi), some parts of society will struggle to 
make the change.
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